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OIMC HABYAJILHOI TUCHUATIJITHA

Hapuanwsna aucriumuiina « TexHosorii 3axucty iHdopmariii» € 000B’ I3KOBOIO
kommnoHeHtoro OIIIL.

3aranpHuit o0csr qucuuiuiiag 150 rof.: nekuii - 26 roj.; IpakTUYHI 3aHSTTS
- 24 ron., camocTiitHa po6ota - 100 roz.

dopmat NpoBeACHHS: JIEKIli, MPAKTUYHI 3aHITTS, KOHCYJIbTaIIil.

[TimcymMKOBHIA KOHTPOJIb — €K3aMEH.

[Ipn BUBYEHHI JaHOi IUCIUILIIHU MOXKYTh BHUKOPHUCTOBYBATHChH 3HAHHS,
OTpUMaHI 3 TaKUX JUCHUIUTIH: «[HpopMalliitHl TexHoJor1i», « Buiia matematukay,
«Opranizamiss 6a3 gaHux Ta 3HaHb», «Teopis HMOBIpHOCTEH Ta MaTeMaTU4yHA
cTaTucTuka», «Komm’roTepHa CXEMOTEXHIKa Ta apXITeKTypa KOMII IOTEPiBY,
«IIpoexTyBaHHs 1HPOPMAIIHHUX CUCTEMY.

OcHOBHI TIOJIOKCHHS HABYAJILHOT TUCIUILTIHA MOXKYTh 3aCTOCOBYBATHUCS TIPU
BUBYEHHI TAKUX JUCHUILUIIH: «XMapH1 TEXHOJIOT11», «MOIeIFOBaHHS CUCTEM).

IIpu3HaYeHHSI HABYAJIbHOI JUCHMILTIHH
OcaitHs komnoHeHTa «TexHosorii 3axucty iHpopmarlii» crnpsMoOBaHAa Ha
OTpUMaHHs 3100yBayaMy TAKUX BAXKJIMBHUX 1 yHIBEpCaIbHUX KOMIETEHTHOCTEH:

- 3[aTHICTb PO3B’sA3yBaTH CKJIQJHI CIICIiali30BaHl 3ajayl Ta MPaKTUYHI
po0JIeMu y ragy3i KOMIT IOTEpHUX HayK a0o y Mpolleci HaBYaHHS, 110 repeadaydae
3aCTOCYBaHHs TeOpid Ta METOAIB KOMITIOTEPHUX HaykK, 1H(QOpMalIiHUX
TEXHOJIOT1i:

- 3JATHICTh PO3YMITH Ta 3aCTOCOBYBATH Cy4dacH1 iH(GOpMaIliiH1 TEXHOJIOTII y
raiy3si iHpopMaliitHoi 6e31eKku Ta KpunrorpapiyHux METOAIB 3aXUCTY 1H(pOpMaIlii,



3a0€3MeUeHHs] ITUTICHOCTI JaHWX, KOH(MIACHIIMHOCTI, KOHTPOJIO Iepenadl
iHpopMartii, izenTudikarii, aBTeHTU}IKaIi, cTeraHOTrpadii, IHTETPOBAHUX CHUCTEM,
MOTITUKK O€3IMEeKH, MEHE/PKMEHTY B rajTy31 Oe3MeKH.

MeTa BUBYECHHS HABYAJIBLHOI JUCIUILIIHHA

MeTor0 BUBUCHHS HaBYaJbHOI JUCHUILIIHM «TexHomorii 3axucTy
iHpopMarlii» € GopMyBaHHS TECOPETUUHUX 3HAHB 11010 MOKIMBUX HEOE3IEK, 3arpo3
1 CTymeHsi pU3MKY BTpaT iHGopMallii, a TaKoXX MPAKTUUYHUX HABUYOK IMIOJI0
3a0e3MeyeHHs] 3aXUCTy 1HQoOpMaIlii B KOMI IOTEPHUX Mepexax, iHQpopMaIiitHux
cucremax AIIK Ta mnporpamuiit mpoxykimii. O3HalloMIIeHHS 13 Cy4YaCHUMH
nigxogaMu A0 30epekeHHs Ta 3axucTy iHdopmalii, 31 CKIagoM 1 3MICTOM
TEXHOJIOTTYHUX MPOLIEYpP, IPOTOKOIIB 1 onepalii Kpunrorpadii, Kpunro-aHamisy,
cTeranorpadii, 1o BUKOPUCTOBYIOTHCS JIJIsl BUPIIICHHS TPOOJIEM MOIITHKY O€3MeKn
Ta 3aXUCTy 1HPOPMALIIHUX PECYPCIB.

3aBaaHHS BUBYEHHSA JUCHUILTIHA

O3HallOMHUTH 13 CYYaCHUMH MIIXOJaMH 1O MPOOJIEM MOJITUKH OE3MEKH Ta
3axuCTy 1H(QOpPMAIIHHUX PECYPCiB, 30epeKeHHs Ta 3aXUCTy 1HGOpMAIlii, 31 CKIaI0M
1 3MICTOM TEXHOJIOTIYHUX TMPOIEAYp, MPOTOKOJIB 1 omepaiiii kpumnrorpadii 1
NOTJIMOUTH Ha OCHOBI Cy4acHUX 1H(OpPMALIHHUX TEXHOJIOT1M TEOpETHYHI 3HAHHS Ta
MPaKTUYHI HABUKH Yy rany3i iHdopmalliitHoi 6e3neku Ta KpunrorpadiuHux METO/IiB
3axucTy 1H(opMalli; MAroTOBUTH (axiBUiB 3 pO3pOOKM Ta BOPOBAKEHHS
TEXHOJIOT1M KOMIT FOTEPHOT0 3aXUCTy 1H(popMallii, 3a0e3nedeHHs MUTICHOCTI JaHuX,
KOH(}IIEHIIMHOCTI TpH mepenadi iHdopmarlii, igeHTudikaiii, aBTeHTH(IKAIIIT,
Kpunrorpadii, IHTErpOBaHUX CUCTEM, MOJITHKU O€3MEKH, MEHEKMEHTY B ramysl
Oe3nexu.

NEPEJIK KOMIIETEHTHOCTEM, IKUX HABYBAE 3/I0BYBAY
IPU BUBYEHHI JJMUCLIMILJITHA BIIIOBIJHO JIO OCBITHBOI
IMPOI'PAMHA

Y pesynbpTaTi BUBUEHHS HABYAJIBHOI JUCHUILIIHKU 3100yBad TOBHHEH
chopMyBaTH Taki IPOrpaMHi KOMIETEHTHOCTI:

Iumeepanvry komnemenmuicmo (IK) —

3MaTHICTh PO3B’SI3yBaTH CKJIQJHI CHEIladi3oBaHl 3aqadyi Ta MpPaKTUYHI
po0JIeMu y raay3i KOMIT FOTEpHUX HayK a0o y Mpolleci HaBYaHHS, 110 repeadaydae
3aCTOCYBaHHS TEOpid Ta METOAIB 1HGOPMAIIITHIX TEXHOJIOTIN 1 XapaKTEePU3yETHCS
KOMIUIEKCHICTIO Ta HEBU3HAUYEHICTIO YMOB.

3acanvui komnemenmuocmi (3K)

3K1. 3natHicTh 70 aOCTPaKTHOTO MUCJICHHS, aHAJII3y Ta CUHTE3Y.

3K2. 3naTHicTh 3aCTOCOBYBATH 3HAHHS Y MPAKTUYHUX CUTYaLIfX.

3K3. 3HaHHs Ta pO3yMiHHS MPEAMETHOI 00JacTi Ta pO3yMiHHS MpodeciitHol
TISUTBHOCTI.



3K4. 3naTtHICTh CHUIKYBaTUCS JEPKaBHOK MOBOK SIK  yCHO, TaK 1
MUCHMOBO.

3K6. 31aTHICTh BUUTHUCS 1 OBOJIOIBATH CYUYaCHUMH 3HAHHSMH.

3K12. 3gaTHicTh OIiHIOBAaTH Ta 3a0e3MeuyBaTH SIKICTh BUKOHYBaHUX POOIT.

Cneyianvui (paxosi) komnemenmuocmi (CK)

CK6. 3pmatHicTh 10 CHUCTEMHOTO MHMCIEHHS, 3aCTOCYBAaHHS METOMOJIOTIT
CUCTEMHOTO aHai3y s JAOCHIIPKEHHsS CKIAJHUX MpoOJieM pi3HOI MPHUPOIH,
MeToaiB (popmarizaliii Ta po3B’3yBaHHS CHCTEMHHUX 3a/ad, 110 MalOTh CyNepeUInBI
111711, HCBU3HAYCHOCTI Ta PU3HKHU.

CK14. 3patHICTh 3aCTOCOBYBaTH METOJM Ta 3aco0u 3a0e3leueHHS
1H(popMaIiiiHoi 0e3neku, po3po0saTH W eKCIUlyaTyBaTH CIELIaJIbHE IPOrpaMHe
3a0e3MeUeHHs]  3axUCTy  1HGOpMAIiiHUX  pecypciB  00’€KTIB  KPUTHUYHOT
1H(pOopMaIitHOT IHPPACTPYKTYPH.

CK15. 3parnicTh A0 aHami3y Ta (YyHKUIOHAIBHOTO MOJEIIOBaHHS Oi3Hec-
MpoILIeCiB, MOOYJOBU Ta MPAKTUYHOTO 3aCTOCYBAHHS (DYHKI[IOHAIBHHX MoOJeJei
OpraHi3allifHO-€KOHOMIYHUX 1  BUPOOHHUYO-TEXHIYHUX  CHUCTEM, METOIB
OIIIHIOBAHHSI PU3HKIB iX TPOECKTYBaHHS.

IMPOT'PAMHI PE3YJIbTATU HABYAHHSA BIAIIOBIZHO /10
OCBITHBOI TIPOT'PAMM
PH1. 3actocoByBaTu 3HaHHS OCHOBHUX (OpM 1 3aKOHIB aOCTpPaKTHO-
JIOTIYHOTO MUCJIEHHS, OCHOB METOOJIOTIi HAyKOBOTO Mi3HAaHHS, (OpPM 1 METO/iB
BUJIYYCHHSI, aHaiizy, OOpoOKM Ta cuHTe3y 1H(dopMaIlli B mpeaMeTHiH o0acTi
KOMIT' FOTEPHUX HayK.

PH2. BukopucTtoByBaTH Cy4aCHMN MaTEMATUYHUM anapar HENEPEPBHOTO Ta
JMCKPETHOTO aHati3y, JIHIHHOI anreOpH, aHAIITUYHOI TeoMeTpii, B mpodeciiiHii
JISUTBHOCTI JJI PO3B’SI3aHHS 3a/lay TEOPETUYHOIO Ta MPUKIATHOTO XapakTepy B
mpolect MPOEeKTYBaHHS Ta peanizauii 00’€KTiB IH(popMaTH3allii.

PH16. Posymitu koHuenmito iHGopMaiiitHOi Oe3MeKkH, MNPUHLIMIIH
O€3MeYHOro MPOEKTYBaHHS MPOTPaMHOro 3abe3mnedeHHs, 3a0e3rneuyBaTu Oe3rneKy
KOMII FOTEpPHUX MEPEX B yMOBaX HEMOBHOTH Ta HEBU3HAUEHOCT] BUXITHUX JaHHX.

BuBuenns nanoi gucturoiinu gopmye y 3100yBadiB OCBITH COILIaJIbHI
HaBUuKH (softskills): koMyHIKaTHBHICTB (peali3y€eThCs Yepe3: METO] KOJICKTUBHOTO
TJIaHYBaHHS, Y3TO/DKCHHS Ta BHUKOHAHHS TEXHOJIOTIYHHMX €TalliB, aJTOPUTMIB
KpunrorpadiuHux MEepPEeTBOPEHb, MPOTOKOIIB Y3TOMKEHHS CEKPETHHX KIIOUiB,
MOJICTIOBaHHS), JiAEPChKI HaBUYKH (peaizyeTbcsl uepe3: KepyBaHHS pOOOTOIO B
rpynax, OliHIOBaHHS MPOMDKHUX Pe3yJbTaTiB Ta B3a€EMOIH ).



IJIAH BUBUEHHS HABYAJBHOI JUCHUILIITHU

®opmu opranizanii | Camoct
HABYaHHS Ta 1fiHa
Ne Hassu Tei KUIBKICTH TOIUH p(‘)60T‘a,
3/m o . | KUIBKIC
TEKIIHHI| TPaKTUYHI .
SAHATIA | SAHATTA | oo
1 | 3aranbpHi HOHATTS 3axXUCTy iH(OpMaIlii, MeTa i 4 ’ 10
npeamet nucuumutian. Kimacudikaris T31.
2 | [Ipobnemu indopmariiiinoi Ge3nexu Ta cnocodu 1i 10
3abe3nedyeHHs. Icropuyuni acnektu. [TomTuku 2 2
Oe3meKH.
3 Bumoru no T3, crangapTtu iHdopmariiitnoi 4 ) 14
Oe3nekn. MaremMaTnuHi OCHOBH KpHunrTorpadii.
4 | Ilpunuunu KpuntorpadigHOro 3aXUCTy ) 4 10
iHbopmarii.
5 | Ormsan Ta aHami3 alropuTMiB KpUNTOrpadiaHoro
3axucry iHpopmarii. CUMeTpUYHI Ta aCHMETPUIHI 4 4 14
cucremu. DES, AES, adinni mmdpu, RSA.
6 | Enextponni nudposi nignucu. XeuryBaibHi
(byHKII{, TeHepyBaHHSI IICEBIOBUIAIKOBUX 4 4 12
MOCJIIIOBHOCTEN.
7 HpoTQKOHH Y3rOJKEHHSI KJIIOUIB Ta 4 4 14
aJIMiHICTpYBaHHS HUMH.
8 | Texnomnorii aBreHTH(DiKamii, aBTOpHU3aLii,
010MEeTpUYHI METO/IU Ta XaPaKTEPUCTUKH. 2 2 16
Creranorpadisi.
Pazom 26 24 100

CamocriitHa po0oTa 3100yBa4ya BUIIIOI OCBIiTH
CamocrtiiiHa poOota 3700yBaya  OPraHi3OBYETHhCS  LUISIXOM — BUayl

1HUBITyaIbHOTO TEPENTiKy MUTaHb 1 MPAKTUYHHUX 3aBJaHb 3 KOKHOI TeMH, SIK1 HE
BUHOCSTHCS Ha ayIUTOPHE ONPAIFOBAHHS Ta BUKOHAHHS 1HIMB11yaIbHOTO TBOPUOTO
3aBJIaHHS.

CamocTiiiHa pobota 3700yBaua € OJHHUM 13 CIOCOOIB aKTHUBHOTO,
LIJIECOPSIMOBAHOTO HAOYTTS HOBHUX JJII HHOTO 3HAHb Ta yMiHb. BOHa € OCHOBOIO
Horo miAroToBKU SIK (haxiBisg, 3a0e3neuye HAOyTTS HUM NPUMOMIB Mi3HABAILHOI
JUSTIBHOCTI, 1HTEPEC 10 TBOPUYOi POOOTH, 3AATHICTH BUPINIYBAaTH HAYKOBI Ta
MPaKTUYHI 3aBIaHHS.

Bukonanns 3100yBauemM caMoCTiitHOT poOoTH mepeadadae, 3a HEOOX1THOCTI,
OTPUMaHHS KOHCYJIbTaIllii ab0 JomomMoru BiAmoBiAHOTO daxiBig. HaByanbHwmit
Martepiajl HaBUYaJbHOI AUCHUIUIIHM, TepeadadeHuil poOouYor0 MPOrpamor0 s
3aCBOEHHS 3/100yBayeM y Mpolieci CaMOCTiHOT pOOOTH, BUHOCUTHCS HA TOTOYHUH 1
MiJICYMKOBUH KOHTPOJIb TIOPSJ] 3 HaBYAJIBHUM MaTepialioM, SIKHH OTparibOBYBaBCS
Ml Yac ayAuTOpHUX 3aHATh. OpraHizaiis caMOCTIHHOI poOOTH 3700yBadiB
nepeadavae: MiIaHyBaHHS OOCATY, 3MICTy, 3aBAaHb, (OPM 1 METOMIB KOHTPOJIO



CaMOCTIHHOI  po0OOTH, PpO3pOOKY  HABUAJIBHO-METOJUYHOTO  3a0€3MEeUeHHS;
BUKOHAHHS 3/M00yBaueM 3aIUIaHOBAHOI CaMOCTIHHOI pPOOOTH; KOHTPOJL Ta
OIIIHIOBAHHS PpE3yJbTaTIB, IX CHCTEMATH3aIlil0, OIliHIOBaHHS €(QEKTHBHOCTI
BUKOHAHHS 37100yBaueM CaMOCTIHHOT pOOOTH.

[HauBiTyanpHI 3aBIaHHS 3700yBa4 BUKOHYE CAMOCTIMHO ITiJT KEPIBHUIITBOM
BUKJIaJa4a 3TiHO 3 iHAWBiAyaTbHIM HaBUYATHHUM ILIAHOM.

VY Bumaaky peanizaimii 1HIUBITyalbHOI OCBITHBOI TpaeKTOpii 3100yBayda
3aHATTSA MOXYTh ITPOBOJIUTHUCH 32 1HAUBITyaTbHUM IrpadiKoM.

Buau camocriiiHoi po6oTH

Ne Bun camocriitHoi poboTH l'oguau |  Tepmin dopma Ta METO.1
n/m BUKOHAHHS KOHTPOJIIO
1 ITinroroska bie} JIEKLIHUX Ta 20 IOTUKHEBO VYcue ta
MPaKTUYHUX 3aHATh MMCHMOBE
ONMTYBaHHS
2 [TinroroBka caMOCTIMHMX IIUTAHb 3 40 IIOTUKHEBO VYcue ta
TEMaTUKU JUCHUILTIHU UCHMOBE
OMUTYBaHHS
3 [nnuBiyanbHi TBOpPYI 3aBJaHHAI 20 4 pa3zu Ha | CriocTepeKeHHs
(BUKOHAHHS TIpe3eHTallii, Mpe3eHTarii cemMecTp 32 BUKOHAHHSAM,
3a 33/1aHOI0 MPOOJIEMHOI0 TEMAaTHKOIO, 00rOBOpEHHS,
JIOCIT THUIIBKI TIPOEKTH ) BUCTYII 3
Ipe3eHTalli€lo,
pe3eHTallis
MIPOEKTY, YCHUU
3aXUCT
4 [TinroToBKa 10 KOHTPOJBHUX POOIT Ta 20 2 pa3u Ha TectyBaHHA y
TEeCTyBaHHS CEMECT] cucreMi Cokpar
Pa3zom 100

PEKOMEHIOBAHI JKEPEJIA TH®OPMAIII|

OcHoBHi

1. 3aco0u Ta cuCTeMH TeXHIYHOTO 3aXHUCTy iH(opmartii : HaBY. mocio. / [I.€.
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215 c.
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iH(popmMarlliiiHux cucremax: HaBu. oci6. Xapkis: XHEY, 2019. 510 c.

4. MaremMatuuHi OCHOBHU Kpunrorpadii: KOHCHEKT JeKmin  /
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CUCTEMA OHNIHIOBAHHSA TA BUMOI'H 10 KOHTPOJIIO
3HAHB 3/IOBYBAUIB BUIIIOI OCBITH
Y KiHII ceMecTpy, 3100yBay BHINOI OCBITH MoOxe HaOpatu 10 60%
M1JICYMKOBOT OLIIHKU 32 BUKOHAHHS BCIX BHUJIB POOIT, III0 BUKOHYIOTHCSI TIPOTITOM
cemectpy, A0 10% 3a moka3HMKHA HAYKOBOi, IHHOBAIIHHOI, HABYAJIbHO1, BUXOBHOT
poOOTH Ta CTYIEHTChKOi akTUBHOCTI 1 a0 30% miACyMKOBOI OLIHKA — 32
pe3yJibTaTaMu MiJICYMKOBOTO KOHTPOJIIO.

Po3noain 60aaiB 32 BHIaMu HABYAJILHOI JiIJILHOCTI

Bua HaBYaILHOI JisIIbHOCTI Bbaau
ATectamis 1
1 VY4acTh y IUCKYCISIX Ha JEKIIHHUX 3aHATTAX 3
2 VYdacTb y poOOTi Ha IPaKTUYHUX 3aHATTAX 6
3 BukoHaHHS 1OMAaIIHIX 3aBIaHb 5
4 BukoHaHHS KOHTPOJIBHUX pOOIT, TECTYBaHHS 10
5 [HnuBinyanbHi Ta rpynoBI TBOPYI 3aBJIaHHS (BUPIIIEHHS 1 TUCHMOBE 6
oopMIIEHHS 3aBllaHb, CXEM, Jlarpam, 1HIIMX poOIT rpadivyHOro
XapakTepy; Npe3eHTallii 3a 3aJaHol0 MPOOJIEMHOI0 TEMaTHKOIO,
JOCTIAHUIIBK] TIPOEKTH)
Bcenoro 3a arecraniro 1 30
ATecranis 2
6 VY4acTh y IUCKYCISIX Ha JEKIIHHUX 3aHATTAX 3
7 VYyacTb y poO0TI Ha TPAKTUYHUX 3aHATTAX 6
8 Bukonanus goMariitix 3aBaaHb 5
9 BukoHaHHS KOHTPOJIBHUX POOIT, TECTYBaHHS 10
10 [HnuBigyanbHi Ta TpPYNoOBI TBOpYi 3aBJaHHSA (BUKOHAHHSA TyTJ- 6
Ipe3eHTallil, Mmpe3eHTalii 3a 3aJaHol0 MPOOJIEMHOI0 TEMAaTHKOIO,
JOCITiTHUIIbK] TIPOEKTH)
Bceboro 3a arecraniro 2 30
11 [Toka3HHUKYM HAYKOBO1, IHHOBaIIHHOT, HABYAJILHOT, BUXOBHOI pOOOTH 10
Ta CTY/IEHTCHKOI aKTUBHOCTI
ITincymKoBe TecTyBaHHS 30
Pazom 100
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Sxmo 3m00yBad ypoa0BK CEMECTPY 3a MiJICYMKaMU KOHTPOJIBHHUX 3aXO/liB
HaOpaB MeHmie 35 0ajiB, TO BiH HE JOMYCKAEThCS 10 ek3ameHy. KpiMm Toro,
00O0B’SI3KOBUM TIPW MiHIMaJbHIN KITBKOCTI OamiB 3a MiACYMKaMU KOHTPOJBHUX
3aXO0JIiB € BUKOHAHHS 1HIUBIIyaJbHOI TBOPYOi poOOTH (Ipe3eHTAIIIT).

[Tim yac BUKOHAHHS HAaBYAJbHUX 3aBJIaHb, 3aBJJaHb KOHTPOJIBHHUX 3aX0/IIB HE
JIOTIyCTUMO TMOPYIICHHA akaaeMiuyHoi noOpouecHocTi. [IpesenTarii Ta BUCTyNH
MarTh OyTH aBTOPCHKUMH Ta OPUTIHATILHUMH, 1HPOpMAITis PO pe3yJIbTaTH BIACHOI
HaBYAJIbHOI (HAyKOBOi, TBOPUO1) TISIIBHOCTI — JOCTOBIPHOIO; Y pPa3l BUKOPUCTAHHS
171ei1, po3po0OK, TBEPIKEHb, BIIOMOCTEH MarOTh OyTH MOCHJIAHHS Ha JpKepena
iH(opMalIii 3 TOTpUMaHHIM HOPM 3aKOHOJIaBCTBA MPO aBTOPCHKE MPaBO 1 CyMIDXKHI
npasa.

[Iporpama HaBYanbHOI NUCHUMIUIIHU TepeAdadae BpaxyBaHHS pe3yJIbTaTiB
HeopManibHOI Ta 1H(OPMAIbHOI OCBITM TIPU HASABHOCTI IMIJTBEPKYIOUUX
JIOKYMEHTIB IK OKpEM1 KPEJIUTH BUBUCHHS HABUAJIbHUX JTUCIMILIIH.

BianoBigHicTh IIKAJ OMIHOK SIKOCTi 32CBOCHHSI HABYAJIBLHOI0 MaTepiajy

Cyma 6aniB 3a Bci BUIU Ominka OriHKa 3a HAalOHAJIBHOIO IIKAJIOK
HaBYaJILHOI IISJIBHOCTI ECTS JUI €K3aMEHY
90 - 100 A BIZIMIHHO

82-89 B

75-81 C Ao0pe

66-74 D )

6065 5 3aJ0BIJILHO

35.59 FX HE3aJ0BLILHO 3 MOXKIIMBICTIO

MOBTOPHOTO CKIIQJaHHS
0-34 v HE3aJI0BUIBHO 3 000B’ I3KOBUM
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